(*' Hawai‘i Island

Communlty Health Center
PATIENT MESSAGING PRIVACY POLICY

Overview

Hawai‘i Island Community Health Center ("HICHC") is committed to protecting the personal information patients and
community members share through HICHC's Patient Messaging Program. This Patient Messaging Privacy Policy explains
how HICHC collects, uses, discloses, and protects information in connection with that program.

This policy applies specifically to HICHC's Patient Messaging Program and is separate from, but complementary to,
HICHC's HIPAA Notice of Privacy Practices and does not override or modify it. Nothing in this policy limits the rights
provided under HICHC's HIPAA Notice of Privacy Practices, which is available at https://hichc.org/wp-
content/uploads/23_059 Notice-of-Privacy-Practices-2.pdf.

By providing a mobile telephone number and opting in to receive text messages from HICHC, a patient agrees to the
terms of this policy.

Information Collected

HICHC and its authorized messaging service providers may collect and maintain a patient's name, mobile telephone
number, and program identifiers, along with communication preferences and consent records, including the date, time,
and method of enroliment. HICHC may also maintain opt-in and opt-out records, message content, appointment and
outreach information, delivery status and failed-delivery information, message date and time, patient responses,
engagement data, and other information needed to route or respond to a message. Messaging information may be
incorporated into a patient's medical record when clinically or operationally appropriate.

How Information Is Used

HICHC may use messaging information to send appointment reminders and scheduling updates, confirm, cancel, or
reschedule appointments, and provide healthcare reminders and outreach related to a patient's care. This information also
supports care coordination, allows HICHC to respond to patient requests and route messages to the appropriate
department or workforce member, and helps HICHC provide relevant health and service information, manage
communication preferences, and maintain compliance and operational records. When a patient responds to a message,
the response may be automatically categorized as an opt-out, opt-in, help request, appointment confirmation, yes-or-no
response, or another supported response type in order to route the patient to the appropriate next step.

How Information Is Shared

HICHC does not sell or rent personal information collected through the Patient Messaging Program, and mobile telephone
information and messaging consent information are not shared with third parties or affiliates for independent marketing or
promotional purposes. Messaging information may be disclosed to authorized HICHC workforce members, messaging
service providers, and vendors that provide message delivery, hosting, technical support, or program administration.
Information may also be disclosed to healthcare providers or health plans for permitted healthcare purposes, when
authorized by the patient, when required by law or a court order, to address a serious and imminent threat to health or
safety when legally permitted, or for another purpose permitted by HICHC's Notice of Privacy Practices. Any vendor with
access to messaging information may use that information only as necessary to provide contracted services.

Enrollment and Consent

Patients enrolled in the messaging program may receive timely reminders, such as upcoming appointments and
insurance or Medicaid renewal deadlines that may affect their coverage.

Patients may enroll in the Patient Messaging Program by providing a mobile telephone number during registration or
check-in, selecting text messaging as a communication preference, completing a paper or electronic consent form or web
form, responding to an enrollment message, texting an enroliment keyword, or providing consent through another HICHC-
approved process. By enrolling, a patient consents to receive recurring automated or manually initiated text messages
from HICHC at the telephone number provided, and this consent is not a condition of receiving care. Patients are informed
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that message and data rates may apply, that message frequency may vary, that text messaging is not appropriate for
emergencies or urgent medical concerns, that standard text messaging may not be encrypted, and that consent may be
withdrawn at any time.

Opt-Out and Re-Enroliment

Text messaging is one of the primary ways HICHC shares time-sensitive information with patients. Patients may withdraw
consent and stop receiving messages or adjust which types of messages they receive by contacting HICHC. Because
HICHC uses more than one messaging system, replying STOP or CANCEL to a message may not stop messages sent
from a different HICHC number or system, or may stop messages that patients still expect to receive, such as
appointment reminders. Patients should contact HICHC to ensure they are opting out of the correct messages.

A patient who previously opted out may resume receiving messages by contacting HICHC to update their communication
preferences; HICHC may request additional identity verification or renewed consent before messaging resumes.

Privacy and Security Risks

Standard SMS text messaging may not be encrypted. Messages may be displayed on a locked screen, viewed by anyone
with access to a patient's device, stored by the device or mobile carrier, forwarded or copied, delivered to an incorrect or
reassigned telephone number, delayed because of network or carrier issues, or intercepted through circumstances
outside HICHC's control. HICHC is not liable for delayed or undelivered messages including because delivery of
messages can depend on the patient’s mobile carrier and network connectivity. HHCHC uses reasonable safeguards, such
as role-based access and secure system configurations, and limits message content to the minimum information
reasonably necessary for the intended communication, though no communication system is completely secure and
HICHC cannot guarantee the confidentiality of a standard text message during or after transmission.

Minor Patients

Messaging involving minor patients is managed in accordance with the patient's age, the type of healthcare service
involved, applicable federal and Hawai'‘i law, parent, guardian, or personal representative authority, and communication
preferences documented in the patient's record. Certain information involving minor patients may be subject to additional
confidentiality requirements, and HICHC may limit, redirect, or decline to send information by text where necessary to
protect a minor patient's privacy or legal rights.

Record Retention

HICHC retains messaging information, consent records, opt-out records, and related documentation in accordance with
applicable legal, regulatory, contractual, and organizational retention requirements, including to support treatment and
care coordination, administer the messaging program, respond to complaints or disputes, and demonstrate compliance.
Messaging records are securely destroyed when no longer required.

Disclaimer

HICHC relies on authorized messaging service providers and mobile carriers to transmit patient messages, and delivery
may be affected by carrier availability, network conditions, device settings, telephone number reassignment, or other
technical issues outside HICHC's control. Delivery is not guaranteed, and HICHC is not responsible for delayed,
incomplete, misdirected, blocked, or undelivered messages caused by circumstances outside its reasonable control.
Mobile carriers are not liable for delayed or undelivered messages. To the maximum extent permitted by law, HICHC shall
not be liable for any indirect, incidental, consequential, special, exemplary, or punitive damages arising from any patient’s
access to, use of, or reliance upon any messaging or messaging services.

Changes to This Policy

This policy may be updated periodically to reflect changes in HICHC's practices, technology, vendors, or legal
requirements. When changes are made, the updated policy will be posted on HICHC's website with a revised effective
date, and patients are encouraged to review this policy regularly.



Contact Us

Questions or concerns regarding this Patient Messaging Privacy Policy may be directed to:

Hawai‘i Island Community Health Center
Patient Engagement

Phone: 808-333-3600

Email: HICHCPatientEngage@hichc.org
Website: hichc.org

Effective Date: August 1, 2026
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